Waysact data protection and security

Waysact has made significant investment in our technology to help keep your donor
data secure. One of the many ways we help ensure the security of your donors’
information is by encrypting the files you export from Waysact with a unique
encryption key that you create.

Once you have downloaded the GPG program and create your key (which is really just
a very long string of numbers, characters and letters) there will actually be two keys
created (this is your ‘key pair’). One is your private key that you keep private and
secure. The other is your public key, which you send to us securely (via https) so we
can encrypt your files with it.

When you go to decrypt a Waysact export file, the GPA program will only decrypt the
file if the private key on your computer and the public key encrypting the file are a
matching ‘key pair’.

This document will provide you with step-by-step instructions on how to download the
GPA program, create your unique encryption key and use your key to open an
encrypted file.

Best practice for key management

Before we start, there are some important points to consider when creating your
unique encryption key.

To follow best practice, please consult with your IT Department and read this
important information about creating and maintaining keys:

* When creating a passphrase (which is the password for your key) make the
passphrase as strong as possible by:
- using a combination of upper and lower case letters, numbers and special
characters,
- avoiding commmon passwords, or ones that would be easy for other people
to guess, and
- 1aking your password at least 7 characters long.

While it is important to choose a secure passphrase, there is no ‘password reset’
facility so make sure you choose something you will easily remember -
otherwise you will have to start from scratch and create a new key pair.

* Your key should be stored in a safe location where it is easy for you to retrieve



it. When storing your key, you should consider who else will have access to that
location. Your IT Department may be able to provide you a secure location with
restricted access, for example an encrypted drive or vault.

Someone in your organisation should be overseeing the management of the
keys, ensuring that :

- keys are being stored securely,

- procedures are in place to ensure the key has a defined lifetime (for
example, a timeframe of anywhere up to a maximum of 2 years) and
someone will be responsible for overseeing this and changing the key after
that period of time,

- keys are changed immediately if someone who has had access to them
leaves the organisation, and

- keys are changed immediately if it is suspected that someone has had
unauthorised access to a private key.

The person responsible for management of the keys should also ensure that
there is a policy around distributing keys securely and that anyone who has
access to the keys formally acknowledges their responsibilities to ensure the
security of the key data.



Installing GnuPG tools for Windows

GPA is free, open source encryption software: visit www.gpg4win.org

1. Select Download Gpg4win.
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2.Select the most recent release of Gpg4win at the top of the next
page and click Run or Save.

D~ &l 8 Gpgdwin - Download Gpgd... *
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Home » Download
Download

Gpg4win 2.2.1 (Released: 2013-10-07)
s Gpg4win 2.2.1 contains:

You can download the full version (including the Gpg: pendium) of Gpgdwin 2.2.1 here:
Step 1 . GnuPG 2.0.22
= Gpg4win 2.2.1 ' Kleopatra 2.2.0 (2013-08-20)
s GPZ 0.9.4
Size: 29 MByte @ GrgoL 1.2.0
OpenPGP signature (for gpgdwin-2.2.1.exe) GPgEX 1.0.0

Claws Mail 3.9.1
Kompendium (de) 3.0.0
Compendium (en) 3.0.0

SHA1 checksum (for gpgdwin-2.2.1.exe). 6£e64e06950561£2183caace: 409£42be0a4Sabdf
Changelog

More Gpg4qwin-2.2.1 variants
Step 2
= Ggpg4win without Kleopatra and Gpgdwin Compendium: R

Gpg4win-Light 2.2.1 '

Size: 13 MByte

OpenPGP signature
—__SHA1 checksum: fadc£29514c9ddd0f626c43de76alae29060a303
—_—

Do you want to run or save gpgdwin-2.2.1.exe (283 MB) from files.gpgdwin.org? Run || save ||| Cancel | x




3.Select your language and click OK.

Please choose a language for the setup.
Bitte die Sprache des
Installations-Vorgangs angeben.

Welcome to the installation of
Gpg4win

Gpg4win is a installer package for Windows for EMail and file
encryption using the core component GnuPG for Windows.
Both relevant cryptography standards are supported,
OpenPGP and S/MIME. Gpg4win and the software induded
with Gpg4win are Free Software.

Click Next to continue.

This is Gpg4win version 2.2.1
file version 2.2.1.16059

release date 2013-10-07

This software is licensed under the terms of the GNU General
Public License (GPL).

Press Page Down to see the rest of the agreement.

Spg4win consist of several independent developed packages, available under
different license conditions. Most of these packages however are available
under the GNU General Public License (GNU GPL). Common to all is that they
are free to use without restrictions, may be modified and that modifications
may be distributed. If the source files (i.e. gpg4win-src-x.y.z.exe) are
distributed along with the binaries and the use of the GNU GPL has been
pointed out, distribution is in in all cases possible.

\What follows are the terms of the GNU GPL; for a list of individual
copyright and license notices please see the installed README file.

-

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the redpients the same rights you have received.

Mullsoft Install System v2.46-7
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6. Untick everything leaving only GPA (and GnuPG) ticked.
Click Next.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: GnuPG De»sciipﬁon

osit Yyour mouse
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[] claws-Mail
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Space required: 62.6MB

Mullsoft Install System v2.46-7

7.Choose to install in the default location by clicking IWext.

Choose Install Location
Choose the folder in which to install Gpg4win.

Setup will install Gpg4win in the following folder. To install in a different folder, dlick Browse
and select another folder. Click Next to continue.

Destination Folder

:\Program Files (x86)\GNU\GnuPG

Space required: 62.6MB
Space available: 309.7GB

Mullsoft Install System v2,46-7
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8.Tick Start Menu and Desktop to install a desktop icon

(recommended).

Start links

Please select where Gpg4win shall install links:

Start Menu

Desktop

[] Quick Launch Bar

(Only programs will be linked into the quick launch bar.)

Mullsoft Install System v2,46-7

<Back | MNext> | | Cancel

9. Click IWext to create a shortcut for the Start Menu.

Choose a Start Menu folder for the Gpg4win shortcuts.

Select the Start Menu folder in which you would like to create the program’s shortcuts. You
can also enter a name to create a new folder.

Gpg-win|

Accessories
ActivePresenter
Administrative Tools
Audio Related Programs
Communication and Chat
Dropbox

eReaders and Document Viewers
Free Screen To Video
Games

Google Chrome

HP Help and Support
HTC

Mullsoft Install System v2,46-7




10. Click IVext to continue with the installation.

—
-

Q,Q Gpgdwin Setup

Setup was completed successfully.

T ’\ B

(;Qmplebed

Show details

Mullsoft Install System v2,46-7
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11. Click Finish to complete the installation.

Gpg4win has been installed on your computer.

Click Finish to close this wizard.

[T Show the README file

Click here for the project's homepage

Congratulations - you have now successfully installed GPA on your
computer!



Creating your key

12. You should see this icon on your desktop.
Double click the icon to open the GPA program.

13. Assuming you have no keys installed, you will
be asked to generate one.

File Edit Keys Windows  Server Help
x B8 & A& @& ‘ B 0O
‘ Files Clipboard Card
I

Edit Delete Sign Import Export Bnef Detalled | Preferences Refrsh

R Key Manager

= KeyID «  User Name

You do not have a private key yet. Do you want

tog one now (rec ded) ordo it
later?

Do it later

E Generate key now ; [

14. Type in your full name. This will be used to identify your
public key.

File Edit Keys Windows Server Help
® |2 |D O ©

x 8 & A & |
Edit Delete Sign Import Export Bnef Detalled Preferences | Refresh | Files Clipboard Card

ﬁ Key Manager

a KeyID - User Name

Please insert your full name.

" Your name will be part of the new key to make it easier
" for others to identify keys.

Your Name: iLisa Briti{

No default key selected in the preferences.



15. And your email address

File Edit Keys Wmdows Server Help

x 8 & & & ‘ 9 | ‘ ‘ o o
Edit Delete Sign Import Export Bnef Detalled Prefevences Refresh | Files Clipboard Card

Please insert your email address.

Your email address will be part of the new key to make it
easier for others to identify keys. If you have several email
addresses, you can add further email addresses later.

Your Email Address: \‘ lisa@charity.com|

File Edit Keys Windows Server Help

= 8 & & @& ‘ < ‘ ‘ -
Edit Delete Sign Import Export Detalled Prefevencs Refresh | Files Clipboard Card

ﬁ Key Manager

- KeyID «  User Name

Generate key

It is recommended that you create a backup copy of your
new key, once it has been generated.

Do you want to create a backup copy?

[ Back ] [Eorward] [Qancel]




17. Create a passphrase - to enhance security the longer the
password is the better. Re-enter the phrase when prompted.

- Key Manage i == >
File Edit Keys Windows Server Help
x B & & & ||¢| O | % | = | B O o
Edit Delete Sign Import Export ‘ Brief | Detailed | Preferences | Refresh | Files Clipboard Card
|
R Key Manager '
[ KeyID « User Name ~

¥ pinentry

| ‘[Q ‘ Enter passphrase

Passphrase eeesessses

[ Back (Eorward} ‘Qancel |

No default key selected in the preferences.

18. Save the key to a safe, retrievable location.

s
Name: | secret-key-1DF45F83.asc \
Save in folder: E] [= Lisa_Scarlet IDDeshopl Create Folder
{Elaces | [Name + SizeModified pa
|, Search £ Files 1412

@ Recently Used

| Lisa_Scarlet

TS

& Local Disk (C:)

| <~ Recovery (D:)

| 8 DVD RW Drive (E)

« STOREN GO (F;)
» HP_TOOLS (H:)

‘y Local Disk (Q:)

m

Generating backup of key: 1DF45F83

Cancel ] [ Save ]




19. You will receive confirmation your key has been saved.

A copy of your secret key has been made to the file:

"C:\Users\Lisa_Scarlet\Desktop\secret-key-1DF45F83.asc”

This is sensitive information, and should be stored carefully
(for example, in a floppy disk kept in a safe place).

Close




Exporting your public key

20. Congratulations you have created your key and should see

it listed under Key Manager. Select the key, click Export,
give the key a name, choose a location and click Save.

-

GNU Privacy Assistant - Key

B ls@ =7
File Edit Keys Windows Server Help
* 8 & A @& () % = =P
Edit Delete Sign Import Export Detailed  Preferences  Refresh = Files Clipboard Card

& Key Manager \ |
i KeyID 4 User Name

IQ P 1DF45F83 Lisa Britt <lisa@charity.com> I

& Export public keys to file g
Name: Lisa's public key| |
Save in folder: Please select a folder below
Places + | Name Size Modified ¥ ~

\ Search |2 Desktop 1431
@ Recently Used
[ Lisa_Scarlet
[7) Desktop

& Local Disk (C:)

» Recovery (D:)

# DVD RW Drive (E:)
« STOREN GO (F) -
o

Cancel [ Save

21l. You will then see the Public Key has been saved.

“h B
| 7
&

GPA secret-key... Lisa's public
key




22. This is what your key should look like if you open it in a

text editor like Notepad.

."‘

=

File Edit Format View Help

e o)

——

&

iF---TBEGIN PGP PUBLIC KEY.BLOCK -----
|version: GnuPG v2.0.22 (Mingw32)

MQENBFOZLLOBCADU1/dQjFFd3xs0HZDkOMbLFxX94 3u8HfKdzng92NRngD14uhAb
wPhhzRKDbE6SWPt2XwW5vwefrz+kB49IWEPX2bYRazly,/unQBT890ESr c6CCZWIMN2
U+GA3KdXN+xbXrtG7vihmyY4ATt 9LRgXGHOVNmMr 66pnDgSahwte/jvsvwiH550ths
Zg?VthERtMCArsnO/ZMaiPJw4Si91fIly0VWNGZQ01VZGBCKHDmFYGUvauxiNn
IfOuuPfCbhmraelNfgk5wjH8XLQroYEr 9VRC/FHVRRIAUKFgID51DIXwkCpN,/Zm0
zGDUrhm3ciMmvmsvpx950bi IwlxKqu8CHIEBRABEBAAGOHUXPC2EQQNIpdHQQPGXp
C2FAY2hhcm10eS5jb20+1QESEEMBAGAjBQITMSY9Ahs DBwS JCACDAGEGFQQCCQOL
BBYCAWECHQECF4AACgkQgl3dLB30X4Ng2wgAs 3Xd+0Ysxr TBTGCRNNjKFQO2HpTM
13pk8+1w1uthmoTY782XtPIluS4/ALmeFRe28f1QquMwajMyWIxBASInxlkx
ubYMjzNztd76LOMVEPNdBgK7 322F9/FK1K8IEDONC4TvmMkdSciojvocvxzhs5 /Qk
EY4SyEchHXRM2w46321xsmex/p1KrcchL+s7vaGkHBRQw05bpw2535aotz¥2p
0GBAY6pOFDIjNSKS2p1YeNZIwIfHK7gK3n1Zevsc2gnuRMYvH3 jezuN8ehkINTXq
6X8vjocQuvrLpvhB6XhKWES7 gyxnp6BZSH1asiApkwz7kor EZHakk+JAObKBDQRT
mSy9AQQAWR SYAZGF4 141 /KZ 3BNFhf+s0nXMME /EUsh+9m7wWCsOHh] /qAwudHVMI /
2FqwzCcénre] jApbyXVNImzY,/XdNbGTQVIYEb618us7DFUSMNOG218t4fMOLTSKe
KEywalCzoQwFwdQcBnfbwtNVHWZzqOZPzUMQe3 j jPFX4LSBQIOKKwWNgM jLMYTCZ+w
rznwbci60YusIKTEZXTHXKGW/Xqr64U1la9yguxNFVHphLKG1NX6/82XdDfLM1 30Y
lobpOmTaCvhlCXsméoreGN6ToS5pzt6gzihxd7 IycMTt60r zUGkte2KDT4FnYwfNdt
jvbzSF+kvKugDTUwEVOBTC+SFX1FQWARAQABIQETBBGBAGAIBQITMSYIAhSMAAD]
EINd3Swd9F+DFf4H/2cinNs jtORBgbhp+AIeH8PBa8RrCCXCV2367 cUCAM7M7 1aA
QreaowLA1VmsSKP3wOr63djzzLvlwQIOu/1207koncyPIQQIyo7 cmELZzTXgHkKOf+
KMdfz1FB5vjAWEKWHXUO4EEWI1MOZ eHXG+CRIIZzbhaG0SIGXb /N7 8GexQXLYH0JJ
dabbDakR8waTwOuP5b8ZtmsFPX50XTtXE/NQioyaohB+01XYCHM5CPbGawBn0/zgh6
J 81N4+cBgGiU3XIyAvwviAFqpTTkbzQHTNbZRr 8ahEDKIX0SU/yeiooPtLSnynvpU
eIvMhpxG5mN63j/f7i1s50/MOKTNOF1aPIN2gPmw=
=JyIt

23. Send your key to Waysact securely via HTTPS interface -
for example by uploading it to Basecamp. Please do not
send via a plain text email.



Decrypting a file

24. In GPA, click on Files to open the file manager.

. .
& GNU Privacy Assistant - Key Manager 5 &8 E_a&’

File Edit Keys Windows Server Help

%ﬁéﬁﬁéﬂ‘@ %

sl L]
Edit Delete Sign Import Export | |Brief | Detailed | Preferences | Refresh

ﬁ Key Manauer |Open the file manageri

ﬂ" GNU Privacy Assistant - File Manager
L —

Bl O o

Files | Clipboard Card

-~

Qb File Edit Windows Help

Bia| & 2 &8 & | & 0

Sign Verify Encrypt Decrypt ‘ Preferences ’ Keyring Clipboard Card

Open: Clear
= File Manager
File

25. Click Open to browse for the file you want to decrypt.

-

& GNU Privacy Assistant - Key Manage =il

1 File Edit Keys Windows Server Help

= 8 & & @& @e‘ % |§|B o c
Brief | Detailed | Preferences | Refresh | Files Clipboard Card

Edit Delete Sign Import Export
& GNU PrivagffAssistant - File Manager (=88] = ] A
File Windows Help T

ﬁ Key Manager

B a & 2 8 @ | % | ® 0O
Open Clear | Sign Verify Encrypt Decrypt | Preferences | Keyring Clipboard Card

Places ‘ |Name 4 Size Modified ¢«
|, Search [~ Files 21/07/2014 I
B LisaScarlet || [ Lisa Public Key 17kB 1147 |
[~ Desktop
& Local Disk (C:) I
» Recovery (D:) 3 ‘1
. DVD RW Drive (E:)
«» HP_TOOLS (H:)
~w Local Disk (Q:)
$ - ~ i




26. Select the file (it will end in .gpg) and click Decrypt. Enter
your passphrase when prompted and click OK.

—— T

]| > 9 &- & @ @ | % | | (=
Edit Delete Sign Import Export | |Brief Detailed Preferences | Refresh | Files Clipboard Card '
ﬁ Key Manager
& GNU Privacy Assistant - File Manager ‘ = | & RS l -
File Edit Windows Help
B & ﬁb @ ’ ‘ g c
Open Clear Slgn Verify Encrypt Decrypt Preferences Keyring Clipboard Card

=) File Manager “ ‘ l |

File
C:\Users\Lisa_Scarlet\Desktop\export-139720602.csv.gpg ’

5 pinentry | =

i Please enter the passphrase to unlock the secret key for the OpenPGP certificate: |

l l “Lisa Britt <lisa@charity.com>" ————————
2048-bit RSA key, ID 3F5DF5A8, l
created 2014-06-12 (main key ID 1DF45F83).

Passphrase I

o J[ concel |

2'7. That’s it! Your decrypted file will be in the same folder as
the original file. You can now open the decrypted file.

Bl e
Edit Delete Sign Import Export ief | Detailed | Preferences | Refresh | Files Clipboard Card
ﬁ Key Manager
: ivacy Assistant - [E=RIER 5
& GNU Privacy Assistant F|Ie Manager B8
Ei]e Edit _W_'!ndpws ﬁglp

Bélﬁa'@@ e

Open Clear

% ® 0O -

Sign Verify Encrypt Decrypt ’ Preferences | Keyring Clipboard Card

) File Manager

|| File
C\Users\Lisa_Scarlet\Desktop\export-139720602.csv.gpg
C:\Users\Lisa_Scarlet\Desktop\export-139720602.csv




